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Companies create intellectual property daily, and the ability to protect it directly affects 
its value. There are four main types of intellectual property to consider protecting: 

trademarks and service marks,  
copyrights,  
patents, and  
trade secrets. 

We also discuss contractual protections that apply to employing IT staffers, consultants, 
and subcontractors.  
1. Trademarks and service marks  

Trademark protection can be very complex, largely because a party can have 
both common-law (including state) and federal trademark protection. An Internet 
presence further complicates trademark law, because it potentially throws you into the 
international arena. Trademarks (or service marks) are words, names, symbols, or 
devices used by manufacturers of goods and providers of services to:  
identify their goods and services, and  

  distinguish their goods and services from those manufactured and sold by others. 
For example, Xerox Corp. uses the trademark XEROX to identify its copy 

machines and to distinguish its machines from other vendors' copy machines. There are 
four categories or marks:  
Generic/Descriptive. Identifies or describes the qualities, ingredients, or characteristics 
of a product (such as Aspirin, Cellophane, and Shredded Wheat).  
Suggestive. Suggests, or describes a quality of, a product (as with Citibank and 
Automatic Radio).  
Arbitrary. The meaning is in common usage but is without meaning when applied to a 
product (for example, Camel). 
Fanciful. Has no meaning except as a trademark (as with Kodak and Clorox). 

Federal law gives the greatest protection to fanciful marks. Generic/descriptive 
marks have limited, if any, protection under the law: A trademark that merely describes 
a class of goods rather than distinguishing the trademark owner's goods from goods 
provided by others is ordinarily not protectable. A court may require further showing of 
acquired distinctiveness (market recognition) to grant protection for descriptive or 
suggestive marks. In some cases, a trademark owner can lose trademark protection if its 
trademark becomes a generic term that fails to distinguish the trademark owner's goods.  
For example, KLEENEX originally identified that company's tissue and distinguished it 
from that of other vendors. Over time, when people needed a tissue, they called for a 
Kleenex, using the word as the defined term for a tissue. The term Kleenex risked 
losing trademark protection, as it became a generic term for tissue instead of a unique 
source identifier. As with Kimberly-Clark Corp. and its mark KLEENEX, many 
companies spend millions of advertising dollars each year to ensure that their 
trademarks do not become defined terms.  

A trademark also represents something that the mark's owner intends to protect: 
goodwill. Any person who uses a trademark in a way that is likely to cause confusion or 
dilute the mark's meaning is a potential infringer. Trademark owners can obtain 
injunctions and money damages against the confusing use of their trademarks by others.  
For example, consider a (fictitious) Privacy Co. that sells a line of privacy tools under 
the trademark Privacy Protector. If Steal Your Information Co. subsequently starts 
selling privacy tools under the Privacy Protector trademark, purchasers may think that 



Steal Your Information's products are related to Privacy's products. Steal Your 
Information is infringing on Privacy's trademark. Likewise, if Steal Your Information 
uses the confusingly similar mark Privacy Protection, it may be liable for infringement.  
When you pick a trademark, first make sure that nobody else is using it. One way to 
determine if anyone is using a trademark is to search the Patent and Trademark Office. 

The best advice, however, is to obtain a professional clearance search from a 
reputable search company and have an attorney analyze the results. You can also file an 
application for trademark registration. The major benefit of filing for a federally 
protected trademark is that you can obtain exclusive trademark protection in all 50 
states, provided nobody has filed for the mark and nobody already uses the mark within 
the US. Before you receive the federal registration, you can use for goods and SM 
for services to show that you are protecting the mark. Once you receive federal 
registration, you can use ®. Here are a few trademark tips:  
If you want to protect goods or services with a trademark, post it with a or SM to 
show the world that this is your mark, and you want to protect it as such.  
If you think your trademark may not be registerable (for example, because it is too 
descriptive or could be considered confusingly similar to another mark), file multiple 
trademarks in association with a product to give yourself more options. 
2. Copyrights  

In IT, copyright law is important for software and multimedia developers so that 
they can control unauthorized exploitation of their works and avoid infringing on 
copyrighted works owned by others. Copyright law protects the tangible or fixed 
expression of an idea, not the idea itself (to protect the idea itself, you must pursue 
trade secret or patent protection). For example, you cannot copyright the Grand 
Canyon, but you can copyright your original picture of the Grand Canyon and claim the 
benefit of copyright law for your original picture.  

Likewise, Inventor Co. cannot copyright its original idea to run business 
processes through a network of computers and servers. But it can copyright the 
program to run business processes though a network of computers and servers.  

Two circumstances let Inventor file for copyright: the proposed copyrightable 
work itself is original, and the company has fixed the original idea into a concrete form 
of expression the written program. Copyright law protects works of authorship, which 
include  
Literary works. Novels, nonfiction prose, poetry, newspaper articles and newspapers, 
magazine articles and magazines, computer software, software documentation and 
manuals, training manuals, other manuals, catalogs, brochures, ads (text), and 
compilations such as business directories.  
Musical works. Songs, advertising jingles, and instrumentals.  
Dramatic works. Plays, operas, and skits.  
Pantomimes and choreographic works. Ballets, modern dance, jazz dance, and mime 
works.  
Pictorial, graphic, and sculptural works. Photographs, posters, maps, paintings, 
drawings, graphic art, display ads, cartoon strips and cartoon characters, stuffed 
animals, statues, paintings, and works of fine art.  
Motion pictures and other audiovisual works. Movies, documentaries, travelogues, 
training films and videos, television shows, television ads, and interactive multimedia 
works.  
Sound recordings. Recordings of music, sound, or words.  
Architectural works. Building designs, whether in the form of architectural plans, 
drawings, or the constructed building itself. 



You don't have to register with the Copyright Office to have a copyrighted 
work. The work just has to be original and expressed in a fixed form. Nevertheless, 
registration with the Copyright Office recommended. You must register your copyright 
before you can file an infringement suit and gain all the protection and benefits of 
federal law, including the remedy of statutory damages.  

There is a nominal fee to register a copyright. A copyright notice can take any 
of the following three forms:  
© followed by a date and name;  
"Copyright" followed by a date and name; or  
"Copr." followed by a date and name. 
A copyright owner has five exclusive rights in the copyrighted work:  
The reproduction right lets the owner make copies of a work.  
The modification right, also known as the derivative-works right, concerns modifying a 
work to create a new or derivative work.  
A distribution right lets the owner publicly sell, rent, lease, or lend copies of the work.  
The public-performance right applies mainly to live performances.  
The public-display right lets the owner publicly show a copy of the work directly or by 
means of a film, slide, or television image. 

In the case of a motion picture or other audiovisual work, showing the work's 
images out of sequence is considered "display." Despite these stated rights, a copyright 
owner has no recourse against another person who, working independently, creates an 
exact duplicate of a copyrighted work. The independent creation of a similar work or 
even an exact duplicate does not violate any of the copyright owner's exclusive rights.  
Furthermore, you cannot copyright facts. There is also a doctrine of fair use that all 
copyright owners submit to. It permits certain uses mainly educational of your 
copyrighted work. You should consult an attorney before taking action against an 
infringement.  

US copyright owners automatically receive copyright protection in all countries 
that are parties to the Berne Convention for the Protection of Literary and Artistic 
Works, or parties to the Universal Copyright Convention. Most countries belong to at 
least one of these conventions. Members of the two international copyright conventions 
have agreed to give nationals of member countries the same level of copyright 
protection they give their own nationals. This is very good in light of the Internet's 
international implication and the emerging technologies related to it. You may want to 
search available databases to figure out if copyright law protects a particular work.  
3.- Patents  

Patents are the most favorable form of ownership in intellectual property 
protection. A patent, unlike a copyright, protects the idea or invention itself and not just 
the idea's expression. Furthermore, from the time the patent issues until 20 years after 
the patent application was filed, the patent owner has the right to exclude others from 
making, using, or selling the invention. Patent law stimulates invention by allowing 
people to innovate without fear of their inventions being stolen.  

Patent's have a downside in that filing a patent application exposes your idea to 
the world for review, scrutiny, and copy. Also, although 20 years may seem like a long 
time, it will eventually expire, letting other companies copy and use the patented work. 
For example, RSA Security Inc.'s original public-key encryption patent, granted in 
1983, expired on 20 September 2000.  

Individuals can file for different types of patents utility (business processes, 
for example), design, and plant. To qualify for a utility patent, an invention must be 
new, useful, and "nonobvious." For a design patent, a design must be new, original, and 



ornamental. For plant patents, the subject matter must involve plants. Basically a patent 
must be novel or unique. For example, you cannot patent a "law of nature."  

To obtain patent protection, your application must demonstrate that the 
invention meets stringent patent standards. A good first step is to search the patents 
database and other databases for similar patents. You'll want some idea of how novel 
your invention is before starting a patent application. The process is expensive and 
time-consuming, generally taking at least two years. Although you can file a patent 
application yourself, the process is very complex. You should consider using an 
experienced patent attorney or patent agent.  
Many inventors first file a provisional patent before they undergo the rigors of a full-
fledged patent application. A provisional patent application lets you file your invention 
in secrecy and gives you a year to figure out if your invention is patentable. You must 
try to be as broad as possible in describing a provisional patent so that it covers the 
invention for which you eventually intend to file a patent application. The disadvantage 
of a provisional patent is that it will slow the final patent's review and issuance.  
Once the government grants a patent, you may still lose the protection it provides. The 
validity of an issued patent is subject to challenge in an infringement proceeding. 
Someone challenging your patent can assert that your patented invention was not novel 
or nonobvious. In a patent infringement suit, it is not unusual for the courts to 
determine that the are made a mistake in granting the patent. In this case, you lose your 
patent protection, and the whole world can then freely use your invention.  
There are certain do's and don'ts you should know regarding patents. You should 
always speak with an attorney before doing anything anything with a potentially 
patented idea. For example, entrepreneurs should consider filing for a provisional 
patent before speaking to potential investors who do not execute a confidentiality 
agreement. Why? Because selling or commercially using the idea before filing for any 
type of patent essentially negates their ability to claim international patent protection. 
Furthermore, entrepreneurs have one year from the date they sell or commercially gain 
from an idea to file for a US patent. After a year, they forever lose their ability to claim 
US patent protection for that idea. Finally, an inventor generally has 18 months from 
the filing of a US patent application before the information in that application is made 
available to the public. You can avoid the public disclosure of the information 
contained in the application (before the patent is or is not granted) by making a 
certification when filing the application, saying you wish to keep the information 
private. You should seek experienced patent counsel to discuss such matters.  
After consulting with an attorney, you may conclude that obtaining a patent is possible, 
but that it would be indefensible, or that you could not afford to defend it. In this case, 
it may be worthwhile to explore protecting your idea through trade secret law.  
4.- Trade secrets  
Simply put, a trade secret is any information that is valuable, that is not generally 
known, and that you have kept secret. Courts have used the following six factors to 
determine the existence of a trade secret:  
the extent to which those outside your company know this information,  
the extent to which your employees know the information,  
the extent of measures you've taken to guard the information's secrecy,  
the information's value (commercial advantage) to you and your competitors,  
the effort or money you've expended in developing the information, and  
the ease with which others could acquire the information. 
Unlike trademarks, copyrights, and patents, trade secrets are protected only under state 
law. Trade secret protection attaches automatically when the owner keeps valuable 



information secret. Common means of protecting trade secrets are through contracts 
such as nondisclosure agreements or employment agreements. You should scrutinize 
such contracts to ensure that you don't lose trade secret protection.  
Some examples of information that can be protected by trade secret include customer 
lists, designs, instructional methods, manufacturing processes, document-tracking 
processes, inventions, and formulas. For example, the formula for Coke is still 
considered a trade secret.  
Trade secret law can protect inventions and processes that may not be suitable for 
patent. Before obtaining a patent, patent applicants generally rely on trade secret law to 
protect their inventions while the patent applications are pending. One advantage of 
trade secret law over patent law is that a patent expires after 20 years whereas trade 
secret protection endures as long as the owner meets general requirements for 
protection (value and secrecy).  
Owners lose trade secret protection if they fail to take reasonable steps to keep the 
information secret. Trade secret law does not protect generally known information. If 
you obtain a patent that the courts subsequently invalidate, you cannot claim the benefit 
of trade secret protection, because that invention or process is no longer a secret. When 
you have a trade secret, you have the right to prevent others from misappropriating and 
using it. Industrial espionage is a common form of trade secret misappropriation. 
 
CONTRACTUAL PROTECTION 
The IT professional turned entrepreneur must also understand how to contractually 
protect herself and her company. For example, a software entrepreneur may consider 
building a prototype of her new technology to raise money to get something to market. 
This direction gives the entrepreneur her first major decision: Hire employees and build 
the prototype in-house, or hire a software development firm. Significant speed to 
market and cost concerns underlie this decision. The entrepreneur must address 
contractual protections for either situation.  
Work-made-for-hire agreements  
In building the prototype, the entrepreneur must obtain strong work-made-for-hire and 
confidentiality agreements from those working on the project. The general rule under 
copyright law is that the work's creator owns the work. In this case, who is the creator: 
the employer who tells you to create the work, his employees, or an independently 
hired company/individual? A work-made-for-hire relationship is a major exception to 
this rule. In the case of a work made for hire, the employer or other person for whom 
others prepared the work is the work's creator. Unless the parties have expressly agreed 
otherwise in a written, signed instrument, the employer or person for whom others 
prepared the work owns all of the rights related to the project.  
Work made for hire applies to independent contractors and nine categories of work 
specified in the Copyright Act. Essentially, there are two types of workers: employees 
and independent contractors. Work created for the employer by an employee working 
within his scope of employment will generally be the employer's intellectual property, 
although there is a patent exception: If the work's creation falls outside the scope of 
employment, the employee may own the intellectual property. This issue often arises 
with university professors. However, most colleges and universities now have their 
professors sign work-made-for-hire agreements to ensure that the university owns the 
intellectual property produced by the professor.  
The independent contractor issue is a little trickier. In order for the person who engages 
the independent contractor to own the intellectual property,  



the parties must agree in writing to consider the work to be created a work made for 
hire, and  
the proposed work must constitute one of the enumerated categories of work as defined 
in the Copyright Act. 
Categories include contributions to a collective work, translations, supplementary 
works, compilations, instructional texts, tests, answer materials for a test, and atlases. In 
the absence of a signed written agreement, the independent contractor owns the 
property he creates. In the absence of an agreement, the person engaging the creator's 
services argues that the creator is an employee, whereas the creator argues that he is an 
independent contractor. The key is to avoid this issue, by hiring both employees and 
independent contractors pursuant to a work-made-for-hire agreement.  
Confidentiality agreements  
As discussed earlier, the lack of a confidentiality agreement can be fatal to the 
entrepreneur's protection of trade secret intellectual property. You should obtain 
confidentiality agreements from employees, consultants, independent contractors, and 
strategic partners. Prospective investors are the only people that probably will not sign 
a confidentiality agreement another reason to at least file for a provisional patent. An 
agreement with employees, consultants, and independent contractors will generally 
differ from that with strategic partners.  
Non-compete and non-solicitation agreements  
Non-compete and non-solicitation agreements are also important tools for the 
entrepreneur. Non-compete agreements prevent your workers from working with a 
competitor. The rules for enforceability vary by state. However, a general principle is 
that the covenant not to compete should specifically define the business it prohibits the 
worker from working in. It should also define the term of the non-compete (typically, 
the duration of employment plus 6 months) and the geographical restrictions. State law 
controls how long a non-compete can remain in effect. With the Internet, geographical 
restrictions should be less important.  
Non-solicitation agreements prohibit a former worker from going after your current 
workers or your existing or potential customers. These provisions are more common 
than non-compete agreements and should generally be part of all employment 
agreements.  
Software development agreements  
If you elect to initially develop software by hiring a software development firm, the 
contract should include certain provisions. First, agree on a budget. Poorly managed 
software development can quickly spin out of control with expenditures, so the 
entrepreneur should approve and execute all change orders. Software development 
agreements should prohibit the information disclosure by the development firm and 
provide the work-made-for-hire language discussed earlier.  
On the other side of the fence, the software development firm will want to carve out the 
future use of generic code. Generic code is reusable software that is not peculiar to the 
entrepreneur's project. So the entrepreneur should get a broad license to use this generic 
code.  
Also, the agreement should prevent the software development firm from working for a 
competitor during the engagement and for a certain period of time afterward. Be wary 
of provisions that grant the software development firm ownership of the software under 
development until you make the last payment. This provision can cause substantial 
problems if a billing dispute arises, or if the software firm files for bankruptcy and the 
bankrupt trustee claims an ownership interest in such software.  


